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Compliance issues are seldom confined
to one jurisdiction and enforcement
authorities from different jurisdictions
are
cooperating
with
one
another.
Effective
investigations
protocols must be flexible and consider
different
laws,
regulations
and
enforcement requirements

We live in an interconnected world where more and more businesses are conducted in different
jurisdictions, each with their own laws and regulations. In recent times, an increasing number of
governments are enacting new laws and regulations, including whistle-blower laws designed to
make it easier to gather intelligence and evidence. Many are also taking enforcement actions and
cooperating with their counterparts in other jurisdictions, formally as well as informally.
Many companies have policies and procedures in place to encourage ethical behaviour and to
detect and stamp out unethical ones. Some also have robust and effective investigations
protocols to deal with compliance issues that arise, including where the issues are not isolated
ones affecting only one jurisdiction, and more than one government has enforcement jurisdiction.
For those that do not, it is timely to include such investigation protocols – they are an important
compliance tool to guard against corporate liability and crippling sanctions.
As a general rule, an effective investigations protocol will include a properly designed plan for:
• having a special committee, independent of the issues being investigated, to oversee and
manage the investigation;
• protecting the integrity and confidentiality of the investigation and its findings;
• preserving, collecting and assessing evidence;
• interviewing witnesses;
• identifying issues, causes and remediation required;
• carrying out remediation which may include taking disciplinary action, revising policies and
procedures and internal controls, providing training; and
• making disclosure (where necessary or appropriate) to authorities (domestic and overseas),
shareholders, investors etc.
The plan needs to be flexible and should take into account the issues being investigated, as well
as the likely jurisdictions and government and regulatory authorities involved. Some of the
elements are affected by laws, regulations, customs and practices. Others are impacted by the
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approach adopted by government and regulatory authorities. For example, some laws and
regulations may impose secrecy provisions and make it an offence to tip off and prejudice
investigations, while some authorities may require timely and accurate notification of issues
uncovered, compulsory preservation of evidence and full disclosure of findings (without regard to
legal professional privilege or confidential obligations). Knowing what to do and having the
appropriate professional support is key.
Many of these issues are addressed in the publication International Comparative Legal Guide’s
Corporate Investigation Laws and Regulations 2020, which we are proud to have profiled the
Mainland China and Hong Kong chapters. The full Mainland China chapter can be accessed by
clicking here while the full Hong Kong chapter can be accessed by clicking here.
Investigations in Mainland China and Hong Kong
As one country with two systems of administration, law and enforcement, Mainland China and
Hong Kong have their own sophisticated system of laws and regulations targeting criminal activity
and robust enforcement regimes.
In Mainland China, in a report published during the first quarter of 2019, it was stated that in
2018, there were 26,974 economic crime charges (an increase of 10.9% compared to 2017) and
8,325 patent, copyright and trade secrets charges (an increase of 16.3% compared to 2017)1. In
Hong Kong, the Independent Commission against Corruption prosecuted 58 persons in the first
half of 20192, and the Securities and Futures Commission conducted over 1,440 investigations
in the first nine months of 20193.
Key differences fundamental to investigations
Some key differences that are fundamental to investigations are in the areas of confidentiality
and attorney-client privilege (“legal privilege”), data protection and privacy, and employee rights.
These factors impact the collection and cross-border sharing of evidence.
1.

Confidentiality and legal privilege

Companies in Mainland China do not have the right per se to withhold communication between
themselves and their lawyers from enforcement authorities on the grounds of legal privilege or
confidentiality. This could result in privileged communication being disclosed to Chinese
enforcement authorities, as well as overseas authorities who can obtain such documents from
their Chinese counterparts through mutual legal assistance agreements. In contrast, companies
in Hong Kong can rely on legal privilege to withhold from enforcement authorities confidential
communications passing between lawyers and their clients whereby legal advice is sought or given
(“lawyer/client communications”). In circumstances where litigation is contemplated or has
commenced, they can also rely on litigation privilege to withhold such lawyer/client
communications, including if they involve third parties such as other professional advisors,
experts and witnesses, so long as the communications came into existence after the litigation was
contemplated or commenced, and were made for the purpose of the litigation. Enforcement
authorities can and do challenge claims for legal privilege and litigation privilege, particularly on
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the questions of when litigation was contemplated or whether the purpose of the communication
was for the litigation. Both questions continue to be determined on a case by case basis and it is
not a given that the courts will find that litigation is contemplated when an internal investigation
commences. As such, care should be taken in setting up legal privilege protocols for investigations,
particularly when communicating with third parties, to secure and preserve legal privilege.
Companies should engage lawyers and work with them to carefully manage their communications
with their lawyers and third parties involved in the internal investigations. We would recommend
seating the investigation outside Mainland China (where possible) and setting up legal privilege
protocols to protect privileged documents during an internal investigation.
2.

Data protection and data privacy issues

Both Mainland China and Hong Kong have personal data protection laws. In Mainland China, the
personal data protection laws are found in the Cybersecurity Law while in Hong Kong, they are
found in the Personal Data (Privacy) Ordinance. Both regulate the collection, retention and use of
personal data, and require consent for cross-border transfer of personal data, although the Hong
Kong laws on cross-border transfers have not yet come into effect. Mainland China also has other
laws and regulations that govern the cross-border transfer of data. More particularly, the
Cybersecurity Law governs the transfer of sensitive data by critical information infrastructure
companies while the Law of the People’s Republic of China on Guarding State Secrets governs the
transfer of state secrets. Both require approval by Chinese authorities. It is important to
understand and comply with these requirements at the outset of the investigation, and to comply
with them.
3.

Employee rights

In Mainland China, the Employment Contract Law provides that employers must establish, perfect
and publish regulations and systems in order to protect the employees’ labor rights. These
requirements and a company’s compliance with them may affect the way in which witness
interviews are conducted and should be considered at the outset of an investigation. There are
no similar requirements in Hong Kong.
Similarities derived from best practices
Notwithstanding the differences, the factors to consider when deciding whether to conduct an
internal investigation and the way in which an investigation should be conducted is largely similar
in Mainland China and in Hong Kong. They derive from best practices that have been developed
over time from experience. We highlight some key best practices to bear in mind.
1. Confidentially, independently and fairly assessing the issues that have come to light,
including through whistle-blower complaints, and deciding whether to conduct an internal
investigation. Factors to consider in such assessment include the identity of the
whistleblowers, their relationship with the company and the implicated persons, the
motivation for the complaints, the allegations made, and the supporting evidence provided.
2. Setting up a special committee, independent of the issues being investigated, to oversee
and manage the investigation, and identifying the roles and responsibilities of its members.
Factors to consider when considering and determining its composition include the governance
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structure of the company, including the bodies and persons with authority and responsibility
for making decisions on behalf of the company, applicable policies and procedures, and what
the investigation entails, including the nature of the allegations and the persons implicated.
3. Enlisting the assistance of experienced external lawyers, particularly if the issues involve
misconduct or regulatory breaches that could result in enforcement action by authorities
locally as well as in other jurisdictions. Other professional advisors should be brought in as
required. For example, forensic accountants would be helpful for analyzing complex
accounting treatments or flow of funds.
4. Setting up communications and legal privilege protocols to protect the integrity and
confidentiality of the investigation and its findings. These protocols are important even when
conducting investigations in Mainland China, particularly if the findings are likely to be
relevant to operations and enforcement authorities in other jurisdictions.
5. Considering with external lawyers as early as possible if self-disclosure should be made to
enforcement authorities, and if so, when and how best to do so, and the extent of
cooperation to provide. Factors to consider include disclosure obligations and the possibility
of reduced sanctions, leniency and exemptions. If making self-disclosure, care should be taken
to ensure that the disclosure is not misleading, and to preserve legal privilege (where it
applies).
6. Having an investigation plan that is tailored to the issues to be investigated. The plan should
include the scope and timeline of the investigation, the matters to be investigated, the
evidence to be preserved, collected and assessed, the roles and responsibilities of the persons
conducting the investigations and the frequency and manner of reporting of findings to the
special committee.
7. Setting up protocols for preserving, collecting and analyzing the evidence. Factors to
consider when setting up the protocols include personal data protection, state secret and
other laws that are relevant to the collection, use and cross-border transfer of evidence.
Engage computer forensic experts to assist in preserving and collecting relevant electronic
evidence, particularly to ensure the integrity of the evidence.
8. Ensuring that witness interviews are conducted in accordance with legal requirements and
the policies and procedures of the company.
9. Ensuring that the findings are fully considered, causes are identified and remediation, such
as disciplinary action, revision of policies and procedures and internal controls, and training,
is undertaken.
10. Ensuring that timely disclosures (where necessary or appropriate) are made to
enforcement authorities (domestic and overseas), shareholders, investors etc.
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